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Abstract

In 2022, the Supreme Court of the United States overturned
Roe v. Wade, a seminal case linking the right to privacy to the
right to reproductive self determination at the federal level.
Reproductive self determination in the US is now regulated
at the state level, with vast differences across states. With the
current landscape of online tracking, people who may become
pregnant are at risk of prosecution based on data from their
digital footprint, including online searches, period trackers,
and fitness trackers. After the overturn of Roe v. Wade, social
media creators reacted on TikTok, including by giving security
and privacy advice regarding reproductive health under the
new legal situation.

To empower vulnerable users to protect their security and
privacy, we need to understand the landscape of security and
privacy advice immediately after significant shifts in legisla-
tion. We qualitatively analyze 92 TikTok videos giving advice
on reproductive security and privacy after the overturn of Roe
v. Wade. We find that content creators connected general-
purpose security advice (like using encrypted messengers) to
reproductive privacy, and that domain-specific advice (like
abandoning period tracking apps) emerged. Though each
piece of advice was often sound, it collectively lacked nu-
ance, actionability, completeness, and practicality due to the
complexities of the legal, technical, and interpersonal threat
landscape. We provide recommendations for advice-givers,
social media platforms, and the security community, towards
stronger, more actionable, and more complete communication
of domain-specific security and privacy advice during crisis.
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1 Introduction

There are myriad apps, websites, and online search tools that
individuals may turn to while managing reproductive health.
For example, one might track their menstrual cycle with a
period tracking app, use a search engine to locate an abortion
clinic, navigate to a prenatal appointment using a navigation
app, or seek support on social media after a miscarriage. These
activities generate vast amounts of digital data documenting
pregnancy and loss, some of which can be accessed by law en-
forcement [73], and have recently been leveraged to prosecute
pregnancy terminations [57, 66].

While these threats to privacy have existed for years, many
in the US experienced a significant shift in risk after the
Supreme Court removed the federal protection of abortion
rights established by Roe v. Wade, allowing states to imme-
diately regulate access to reproductive care, including abor-
tion [92]. At the time of writing in February 2026, 17 states
have enacted near-total abortion bans or bans at 6 weeks, and
11 states impose restrictions in the second trimester [2]; these
restrictions both endanger pregnant people who cannot access
care, and incentivize them to access care illegally [67].

The abrupt changes in the legal status of reproductive
healthcare created a landscape in which the vast digital foot-
print created by normative technology use put pregnant people
in some states at risk for prosecution and harassment. In re-
sponse, viral security and privacy advice flooded news and
social media after the overturn, with urgent calls to, for exam-
ple, delete period tracking apps [42] and travel phonelessly
or with a burner phone to an abortion clinic [34]. However,
due to the magnitude of data available to US law enforce-
ment through any number of US-based corporations and data
brokers, no single strategy can provide privacy for someone
seeking an abortion in a restricted state.

Because of the impossibility of complete reproductive
privacy, different strategies are important for different peo-
ple [72,73], and it is therefore critical to understand the nature
and quality of the privacy advice circulating right after the
overturn of Roe as it reflects the collective sense-making that



aimed to shape reproductive privacy and security. Given Tik-
Tok’s popularity with young adults and teens [21], who are
more likely to experience unwanted pregnancy [137], we stud-
ied advice on TikTok, asking the following research questions:
RQ1: After the overturn of Roe v. Wade, what security and
privacy advice emerged on TikTok for people seeking repro-
ductive care in the US?
RQ2: To what extent does this security and privacy advice
(a) draw from existing privacy and security strategies, and (b)
address threats to reproductive privacy in the US?

Through an iterative search at the intersection of security
and privacy advice and reproductive health, we qualitatively
analyzed 92 TikTok videos. Advice to delete one’s period
tracking app was common, yet we find a wealth of other
advice, e.g., about searching online without leaving a digital
footprint, secure messaging, and avoiding location tracking.
As prior work has documented in other times of geopolitical
change, such as the US Black Lives Matter protests [19],
the Russian invasion of Ukraine [107], and the Sudanese
revolution [27], some advice is “general-purpose” security
advice that content creators tailored here for reproductive
health (e.g., using incognito mode to search for abortion care);
other advice stemmed from strategies to manage reproductive
health, tailored for privacy (e.g., recording one’s period on
paper to avoid data tracking). However, as a collection—and
even moreso as piecemeal advice—it does not fully address
the complex and varied threat landscape, nor does most of
it adhere to best practices for presentation of security and
privacy advice [65, 101]. Individually, it is aimed at those in
the most risky situations, but gives little guidance on how to
threat model, which is crucial for effective safety measures
given the individual, geographic, and relational nature of risk
to reproductive privacy [72, 73]. Our contributions:
(a) We catalog security and privacy advice that emerged on
TikTok in response to the restricted access to reproductive
healthcare in the US in 2022 (Table 1).
(b) We analyze how content creators both tailored general-
purpose security and privacy advice to reproductive health,
and presented some reproductive health management strate-
gies as privacy-centric (Section 4).
(c) We make recommendations for advice-givers, social media
platforms, and the security community for advice that lever-
ages the engaging qualities of short viral videos, but aligns
more closely with both present threats to privacy, and best
practices for security advice (Section 5).

2 Background and Related Work

2.1 Background
Roe v. Wade (1973), a foundational privacy law in the US, con-
nected bodily autonomy with the fourteenth1 amendment [18]

1“No State shall make or enforce any law which shall abridge the priv-
ileges or immunities of citizens of the United States; nor shall any State

of the US Constitution, recognizing “‘the right of the indi-
vidual...to be free from unwarranted governmental intrusion
into matters so fundamentally affecting a person as the de-
cision whether to bear or beget a child...’ includes the right
of a woman to decide whether or not to terminate her preg-
nancy....the right asserted by Jane Roe is embraced within the
personal liberty protected by the Due Process Clause of the
Fourteenth Amendment” [18]. In 2022, however, the Supreme
Court determined that “Roe ... must be overruled. The Con-
stitution makes no reference to abortion, and no such right
is implicitly protected by any constitutional provision” [120].
Here, we briefly summarize the impacts of this overturn.
Rapidly changing availability of reproductive healthcare.
The plan to overturn Roe v. Wade was leaked in May 2022.
Despite public outcry, the Supreme Court overturned it a
month later, in June 2022. The legal landscape changed
overnight, as 13 states had pre-enacted trigger laws [55, 84],
so named because they go into effect after a triggering event,
immediately2 restricting access to abortion care. Legislation
has continued to change. For example, in Montana, an unsuc-
cessful bill was proposed to criminalize “abortion trafficking:”
purposely or knowingly transporting “an unborn child that is
currently located in this state either to a location within this
state or to a location outside of this state with the intent to
obtain an abortion that is illegal in this state” [20].
Prosecution of people who sought abortion. The new legal
landscape enables prosecution of those who seek abortions.
As of October 2024, there had been over 200 cases of pros-
ecution because of pregnancy or pregnancy loss [130]. Use
of digital evidence to prosecute abortion-seekers is currently
rare, despite both the public movement towards digital re-
productive privacy [24, 34, 42, 72, 74, 86, 108] and the copi-
ous documentation of pregnancy and pregnancy loss during
normative technology use. While there is no comprehensive
database of how digital evidence has been used in abortion
prosecution cases, (unencrypted) Facebook messages [57]
and screenshots of text messages [16] have both been used
as evidence against people who allegedly sought illegal abor-
tions. Despite the rarity, our research is critical because of how
public conversation may shape mental models and security
and privacy strategies during a changing political situation.
The cost of abortion bans goes far beyond prosecution
of abortion-seekers. Restricted access to abortions also af-
fects treatment for miscarriages and spontaneous abortions,
a natural process that occurs in 10-15% of early pregnan-
cies [115]. Since 80% of spontaneous abortions happen in the

deprive any person of life, liberty, or property, without due process of law;
nor deny to any person within its jurisdiction the equal protection of the
laws.” [64]

2In Kentucky, Louisiana and South Dakota, once the overturn occurred,
the bans immediately went into effect. In Idaho, Tennessee, and Texas, there
was a 30 day delay. In Arkansas, Mississippi, Missouri, North Dakota, Okla-
homa, Utah, and Wyoming, the trigger laws required government approval
after the overturn; in these states, near-total bans are enacted, or providers
have ceased service [55, 84].



first trimester [115], some restrictions criminalize medically
necessary interventions [26].

Abortion providers, too, are at risk. In January 2025, pros-
ecution of an abortion provider led to the first “criminal...
charges for providing abortion pills across state lines” [134]
for a doctor in New York who had mailed medical abortion
pills to an out of state patient who then tried to provide them
to their underage daughter in a state with a complete abortion
ban [134]. Additionally, the number of abortions in the United
States has increased since the overturn of Roe v. Wade. The
Guttmacher Institute states that “over 170,000 patients trav-
eled out of state in 2023 to seek abortion care. Individuals
traveling across state borders must overcome significant eco-
nomic and logistical barriers. We also know that many others
were unable to obtain care in the formal health care system,
and some were forced to continue their pregnancies” [67].

2.2 Related work
Prior work has extensively studied the security and privacy
concerns of various at-risk and marginalized groups [126], in-
cluding immigrants and refugees [44, 111, 124], incarcerated
people [88, 89], activists [19, 27], sex workers [45, 112], hu-
man trafficking survivors [25], survivors of abuse [40,87,132],
children [60, 61] and older adults [41, 76, 77, 83, 95–97] (all
of whom may require reproductive care in the US). Prior
work also highlights that security and privacy are not always
a priority [82, 104, 111, 124], and some groups, like sex work-
ers, mention that the solutions currently available are insuffi-
cient [14, 71, 112]. Recent scholarship shows that people who
may become pregnant in the post-Roe era are at risk of having
their privacy and safety compromised [72], and intersectional
identities cause some of the groups above to be particularly
vulnerable when access to abortion and other reproductive
care is restricted [29, 56, 118]. Our work complements previ-
ous studies and aims to understand the landscape of perceived
security and privacy threats for people seeking reproductive
healthcare in the post-Roe era.
Reproductive technology. Prior HCI research on concerns
around reproductive health majorly focused on reproductive
health tracking apps (called FemTech, FemHealth, or mHealth
apps) [7, 24, 48, 68, 74]. FemHealth apps help those who men-
struate track their health. Extensive research in HCI discusses
benefits of FemHealth apps [54, 63, 123]; however, several
studies in security and privacy reveal issues with these apps,
like data breaches [75, 102], security vulnerabilities [32], ob-
scure privacy policies [39], and excessive data sharing with
third parties [72, 79, 108, 113].

Post-Roe, studies have investigated users’ perceptions of
and concerns with FemHealth apps, finding that users are con-
cerned about privacy practices, especially data sharing with
law enforcement and third parties [24, 74]. Prior work has
shown that users lack awareness of how their FemHealth data
is handled due to non-transparent data handling processes [24].

Additionally, users from cultures where menstruation is taboo
have indicated privacy issues with these apps [51, 125]. Af-
ter the 2022 Roe v. Wade overturn, US users are increas-
ingly concerned about privacy issues surrounding FemHealth
apps [86, 108]; some have deleted them [24, 72]. Although
menstruation apps are an important topic, McDonald and An-
dalibi argue that focusing on FemHealth apps alone provides
a narrow outlook of threats posed by the entire technical and
legislative landscape [72]. There has been limited prior work
on reproductive privacy and security outside menstruation
apps, including work about online abortion clinics. These ser-
vices offer benefits to people for whom in-person care is not
possible (e.g., by sending abortion pills via mail) [4], but can
still be inaccessible to marginalized groups and minors [58].
These services have sold user data to third parties [24]. Our
study adds to existing work by identifying how security and
privacy advice relating to reproductive health care proliferates
online.
Security and privacy advice. Previous work has extensively
explored various aspects of security advice, including where
users seek advice and what influences them to follow it:
People rely on various sources for advice but prefer web-
sites [98, 100], and they trust advice that comes from security
professionals [99] not loaded with marketing material [46,99].
Prior work found differences in advice from experts and non-
experts [23, 53]. Both experts and non-experts struggle with
prioritizing advice [85, 101], consistent with findings that se-
curity advice is hard to follow, inconsistent, and difficult to
prioritize [100, 101]. Schmüser et al. suggest tailoring advice
to specific groups and situations rather than bombarding peo-
ple with large amounts of advice at once, which becomes a
problem in crises [107]. Social media can be an effective
medium to disseminate security and privacy advice [17]; pre-
vious work has explored discourse on specific topics like
mental health [37], menstrual health [114], war [107], anti-
security advice [133], protests [19], and sexual abuse [131].

Following the overturn of Roe v. Wade, social media
has been increasingly used for reproductive health informa-
tion [127], though Song et al. (in a study of Reddit) note that
information is sometimes based on speculation [114]. Song
et al. also find that reproductive health companies use social
media to reassure users about privacy practices, as well as to
promote their products [113]. Social media has been a vital
tool in raising awareness regarding privacy issues, legal im-
plications, and general discourse on reproductive rights [28].
Building on prior work related to security and privacy advice
and post-Roe discourse on social media, we analyze the con-
tent and quality of security and privacy advice on TikTok after
the fall of Roe.

3 Methods

Social media analysis is a powerful tool to understand com-
munities by collecting data in situ, allowing researchers to see



advice as it is presented to others. Prior work, particularly in
crisis informatics [90], has leveraged social media analysis to
explore online community reactions to and mutual aid during
disasters [50, 129]. Similarly, security and privacy research
has leveraged social media analysis to investigate advice fol-
lowing disruptive events [62, 107]. Here, we explore how
TikTok users provide privacy advice to people seeking repro-
ductive healthcare after the overturn of Roe v. Wade. Due to
the sensitive nature of our research, we carefully considered
ethics at all stages, detailed in Section 3.3.
Research on Tiktok. TikTok is a social media platform es-
pecially popular with people aged 18-34 [116]. On TikTok,
content creators upload short videos and can take advantage
of in-app editing to add video effects, audio tracks, or im-
ages or other videos (known as stitching). TikTok has re-
ceived increasing attention from the usable security and pri-
vacy research community due to prolific (anti-)security advice
and information relayed on the platform [106, 110, 117, 133].
Prior work shows that TikTok is influential on users’ behav-
iors [81,119]—although there is a risk of misinformation [78].
Dataset overview. We iteratively and systematically col-
lected videos on TikTok (as in prior work [110,133]) that gave
advice about reproductive health and security and privacy,
with a dataset of 92 videos. Most videos were posted between
May 2022—when the overturn of Roe was leaked [116]—and
February 2023; 9 are slightly older, with the oldest from Jan-
uary 2021, included because they would have been seen by
casual TikTok viewers after the overturn as well.

3.1 Data scope and data collection
To focus our search, our inclusion criteria required videos to:
(a) be about reproductive health, (b) be about privacy and/or
security, and (c) give advice. Importantly, the combination
of these criteria removed discussion focused on politics or
morals, as our goal was to evaluate practical (or impractical)
security advice.

To simulate the experience of someone in the US receiving
reproductive privacy advice from TikTok, we collected the
data while in the US, using fresh TikTok accounts on phones
separate from our personal devices (to avoid targeting based
on our advertising profiles). We collected data in February
2023, about eight months after Roe v. Wade was overturned.

Using our inclusion criteria, we iteratively conducted a
hashtag-based search for relevant videos on TikTok. To begin
our data collection, three researchers brainstormed an initial
set of 6 hashtags. We included terms based on our own ex-
periences on social media (e.g., #roevwade) as well as what
we expected might be relevant terms (e.g., #abortion). Videos
associated with these hashtags had over 15 billion views at the
time of our data collection. Given this initial set of 6 hashtags,
we entered an iterative process: two researchers iteratively
searched for each hashtag, saved the top N videos (first round:
N=30; subsequent rounds: N=20) from each hashtag, applied

inclusion criteria, and extracted new hashtags from each video.
We then iterated, using the new hashtags.

In total, our search of 61 iteratively-collected hashtags re-
sulted in 1280 video search results (some duplicates), which
two researchers watched, manually de-duplicated, and coded
for relevancy using our previously determined inclusion crite-
ria. Round 1 produced 18 relevant videos; round 2, 22; round
3, 36; and round 4, 6 videos, for a total of 82 videos col-
lected from hashtag searches. For each, we saved the relevant
hashtags, keywords, view count, and downloaded the video
if available. Finally, we conducted one additional search to
identify videos that fit our inclusion criteria but were not la-
beled with hashtags: from the captions of the 82 videos, we
manually curated search terms about reproductive health and
privacy. These search terms resulted in 111 videos. Two re-
searchers applied the inclusion criteria to these videos and
found 10 new relevant videos, resulting in 92 total videos in
our dataset.

3.2 Data Analysis
To understand and characterize the security and privacy ad-
vice shared on TikTok after the overturn of Roe v. Wade,
we conducted qualitative analysis of the 92 TikTok videos
in our dataset. We used a deductive and inductive coding
approach to develop our codebook. We created an initial de-
ductive codebook based on security and privacy advice in
the context of reproductive health advice commonly shared
online (through Google search) and in prior work [7,108]. As
we started coding Tiktok videos, we inductively added new
codes to represent advice not present in our initial codebook.
Our codebook creation was informed by our experience as
security and privacy researchers, with backgrounds in empiri-
cal, specifically qualitative research, and also one researcher’s
criminal justice background, as well as an awareness and fa-
miliarity with the US and social media (specifically TikTok)
cultural landscape. Two researchers independently coded all
the videos. They met regularly to resolve disagreements and
iterated the codebook by adding new codes, merging codes,
and deleting unused codes. Our codebook is appended (B).
Additionally, we also took notes on all videos about tone,
format, whether it was promotional content,3 and recorded
whether the video had issues with audio or text.

3.3 Ethics Statement
After careful considerations and discussions with the entire
research team [59], we identified as the stakeholders in this
research (a) the content creators who provided the videos we
analyzed, (b) the research team, and (c) the broader commu-
nity or public who may read or be impacted by our research.
For (a), we carefully adhered to the principles of the Menlo

3We marked posts as promotional only when they were posted from the
company’s official account, which may have resulted in undercounting.



report [13] and best practices for handling public social media
data [22, 38, 138]. We paraphrased creators’ quotes to avoid
any direct re-identification based on recent studies on social
media [106,110,117,133]; we explain our process for altering
quotes in Appendix A. Further, we stored our data securely
in a self-hosted cloud service. For (b), due to the nature of
the research, and the long exposure to social media, we fol-
lowed best practices for the safety of the research team [70],
including limiting the frequency of data analysis sessions, reg-
ular debriefing within the research team, emotional wellness
check-ins, and ensuring that researchers could stop analyzing
data if they were emotionally burnt out. We do not foresee
negative impacts through our research to (c), which helped us
to decide to conduct this research.

Following the lead of prior work [106, 117, 133], we do
not provide the full list of hashtags publicly, to reduce impact
on the content creators in our dataset, who did not consent
to being included in our research. In order to preserve the
richness in our data, we generally do not redact well known
company/app names throughout this paper, as future work
could build off our work and evaluate their claims. We present
content creators’ claims as their own and do not endorse any
specific technologies mentioned. However, we do redact the
names of companies/apps containing promotional material
or any other identifiable information in the quotes, because
these could lead to re-identification since they are posted by
the company and not by an unaffiliated individual. Because
our data is public, our work did not fall under our institution’s
IRB.

3.4 Limitations

Necessarily, and appropriately given the US-based nature of
the topic, our dataset is US-centric. Threats to reproductive
privacy are shaped by legal, technical, societal landscapes,
which differ around the world. People in other countries have
differing levels of access to reproductive care, and those with
restricted access may have similar communities of support
and advice. We thoroughly encourage future researchers to
work with and learn from those communities. Our view of
the security and privacy advice shared around reproductive
health in the US is necessarily limited by the platform we
chose (TikTok), the search terms we used, and our focus on
the top N videos for each search term. The public nature of
TikTok, as well as TikTok’s popularity with a certain demo-
graphic, means that other social media platforms may have
different advice. It is also possible that people may post dif-
ferent advice privately than publicly. And although our search
for videos was systematic, and we observed thematic con-
vergence and therefore stopped searching, it is possible that
starting with different seed terms could have led to a different
dataset. Additionally, our focus was on videos with the high-
est engagement, so we may have missed insightful videos that
lacked engagement or did not use the hashtags and keywords

with which we searched. Further, we only collected videos in
English. Videos not in the language of the majority may have
different content. Our data is not longitudinal, so we have no
insight into how advice may change over time, and we do not
include analysis of users’ reactions and perceptions.

Finally, we did not include coded language used on TikTok
(similar to tactics for circumventing China’s censorship [47]),
which may have excluded videos. When we attempted this,
results, if any, were drowned out by people discussing the
original meaning of the coded words in earnest. For example,
searching for variations of “going camping” yielded TikToks
about camping, kayaking, etc.

4 Results

We find a wide variety of security and privacy advice on Tik-
Tok, reflecting the public collectively making sense of and
responding to the immediate need for reproductive privacy af-
ter the fall of Roe. As a collection, the videos give security and
privacy advice relevant to reproductive health, and educate
viewers about legal, technical, and interpersonal threats in a
post-Roe digital and physical surveillance landscape. Many
content creators name law enforcement (or “the government”)
as the primary party that might access reproductive health
data. Some also specify technical actors (like data brokers
and tech companies) and interpersonal actors (like friends
and family) as conduits for reproductive health data to law
enforcement. Content creators gave goal-based advice: how
to do (or how not to do) a specific reproductive health task
safely, securely, and privately. Advice ranged from targeted
and specific (e.g., use a specific menstruation app to protect
data from government access) to general privacy advice with-
out reasoning (e.g., always use a certain browser for privacy).
Some present privacy tools; others advocate for technology
non-use. Content creators applied general security and pri-
vacy advice to reproductive privacy—as in other crises or
political movements [19,27,107]—and also newly positioned
certain reproductive care strategies as private and secure. Al-
though most advice accurately addresses high-level legal and
technical threats posed by the role of technology in manag-
ing reproductive health, it does not comprehensively address
threats to reproductive privacy in the post-Roe US.

Through the following subsections, we present content cre-
ators’ privacy and security advice to users, centered around
the problem that each piece of advice tries to solve (drawn
qualitatively from our dataset): tracking periods (Section 4.1),
obtaining health information (Section 4.2), and physically
accessing abortion (Section 4.3). We present the advice with-
out endorsement, and content creators’ views as their own,
using their language to identify threats from the perspective
of someone seeking reproductive privacy. We note blatant
(and rare) misinformation where it occurs. Throughout each
advice-based section, we note where the advice echos security
and privacy advice from other contexts. Additionally, while



a systematic evaluation of each piece of advice would be im-
possible due to the personal nature of risk, we assess how
the advice aligns with or diverges from reproductive privacy
threats that people in the US currently face.
Dataset description. Our dataset consisted of 92 TikToks
from 82 unique creators, with the shortest video being six
seconds and the longest being two minutes and 58 seconds.
At the time of data collection, the videos collectively had
91 million views. Eight videos were marked as promotional
content from four FemHealth companies, two of which were
period trackers, one promoted online abortion pills, and one
sold menstrual products; we coded videos as promotional if
the video promoted a product and the account name matched
the company’s name. Four videos were posted by news agen-
cies, one video by a lawyer, and two videos by companies
who generally cautioned digital safety post Roe. Four videos
were posted by health care professionals, and two each by:
NGOs for reproductive health and academics. The creators
of the remaining 59 videos did not make their professions
public.

4.1 Advice about how (not) to track one’s men-
strual cycle

Menstruation tracking advice featured prominently in our
dataset, with some advice recommending certain tracking
strategies as safe, and some advocating for non-use of other
tracking strategies for privacy. The emphasis on safe period
tracking is unsurprising, as prior work also noted issues with
companies like selling data to third parties or storing data on
unencrypted servers [68]. As summarized in Table 1, period
tracking advice was robust both in strategies and in expla-
nations of why advice would increase privacy. Some content
creators advised against all menstruation apps, others recom-
mended deleting or using a specific app, and some instructed
viewers to track their cycles outside an app. As a collection,
the advice largely advocates for the non-use of technology,
with generally nuanced explanations of what each measure
protects from. However, as we discuss, private and secure
period tracking does not cover all reproductive privacy needs,
and videos did not acknowledge that safe period tracking is
only one piece of a complex puzzle.
TikTok advice: Delete period tracking apps. The most
common advice in our dataset was to stop using period track-
ing apps, with 18 videos advocating for non-use. 12 videos
advised deleting all period tracking apps, and six named spe-
cific apps. Videos reasoned about government and corporate
access to data, data mining, data breaches, and trust of the
company.

Several videos advised viewers to delete apps due to the
potential for government data access, e.g., “in this economy
it’s probably not good to put all your data in a period tracking
app because of the government” (V6). A few videos instructed
viewers to stop using Stardust, claiming it “will hand over

your data even if there isn’t a warrant” (V66). V85 stated that
the same app, “the Stardust period tracker app, which—after
Roe v. Wade was overturned—lauded itself as a period tracker
app that offered end-to-end encryption and definitely would
not give data to the government. But later it was revealed that
they would actually send your data to the government. After
this came out, they just removed the claims of encryption from
their privacy policy . . . Soooo, delete the app” (V85). As we
explore below, these claims are at odds with videos promoting
specific apps, some of which are advertisements.

Others discussed data sharing with third parties as reason to
delete period tracking apps. In V39, a creator reacts to a video
from a period tracking app’s social media account claiming
coverage under GDPR [52]. V39 stated the app “failed to
mention something really important: your data is stored on
Amazon web services in Ireland. Ireland’s pretty well known
for not following to those strict laws” (V39). A few videos
invoked general threats of data breaches: “Should you delete
your period tracking apps? Yeah probably, assuming you
don’t want people getting that information” (V67).

Prior work has observed disuse of period tracking apps
in response to privacy concerns after the overturn of Roe v.
Wade [24], as well as non-use of technology in other contexts
for ideological or philosophical reasons [8,15,105], including
non-adoption of Internet of Things devices [43] and contact
tracing apps [11] due to privacy concerns.
TikTok advice: Use a certain app for period tracking.
Eight videos recommended certain menstruation apps as suf-
ficiently private, presented by content creators seemingly un-
affiliated with the app (we present self-promotional videos
next). Most videos invoked the lack of data sharing (prevented
by policy or design) as a reason to recommend apps (using
similar reasoning to those calling for non-use of period track-
ing apps). Some also gave reasons other than privacy, such as
the health benefits of menstruation tracking (e.g., fertility).

Three videos recommended apps for their data storage de-
sign and policies. V53 recommended Clue since it “is in
Europe” (V53); V67 suggested drip because “it only stores
data on your actual phone, which gives you some protection
from cloud-based access” (V67); and V61 recommended Ap-
ple’s Health app because “courts might be able to subpoena
data with the overturn of Roe v. Wade . . . the only way to
prevent it is for apps to end-to-end encrypt your data. Apple’s
period tracking app is the only one that does this” (V61).

These videos show a strong understanding of privacy best
practices adhering to a model of a remote adversary that
follows domestic and international law: recommending pro-
tection through the EU’s GDPR, local data storage, and end-
to-end encryption. Interestingly, the same app maligned for
storing data in Ireland was one recommended for being in the
EU.
TikTok advice: Use a specific period tracking app (ad-
vertisement). Four videos (two companies) promoted them-
selves as secure and private. Some focused on internal policies



Table 1: This table summarizes reproductive privacy advice on TikTok after the overturn of Roe v. Wade. We group advice by
goals: tracking menstruation, communication, searching online for health information, and accessing reproductive healthcare. In
parentheses, we show specific apps, programs, and services suggested. “No reason / general privacy” denotes that the connection
between reproductive health and privacy was only a reproductive health-related hashtag, or a short statement like How to protect
your privacy after Roe v Wade....

Advice # videos

Advice about how (not) to track menstruation
Delete all period tracking apps. Why? 12
→ Government access to data
→ Data broker access to data
→ Data mining
→ Data leaks
→ No reason / general privacy
Delete a specific period tracking app. Why? 6
→ Government access to data (Stardust)
→ Server is in Ireland—GDPR non-compliance (Clue)
→ Data sharing with Meta (Flo)
→ Do not trust the company (Clue)
→ No reason / general privacy (Apple health app)
Use a specific app. Why? 8
→ Servers in Europe (Clue)
→ Don’t sell data (Clue, Flo)
→ No cloud storage/use (Drip)
→ End-to-End Encrypted (Apple health App)
→ No reason / general privacy (Euki)
→ Non-privacy reasons
(Glow, Clue, Flo, Period Tracker by GP Apps)
Delete period-related data. Why? 6
→ Data leaks
→ Selling data
→ Government access to data
→ No reason / general privacy
Pen and paper tracking. Why? 8
→ Government access to data
→ Selling data
→ Data mining
→ No reason / general privacy

Advice about how to communicate about reproduc-
tive health
Use encrypted communication. Why? 7
→ No reason / general privacy (Signal, Protonmail/
temp email, Wire)
Don’t communicate digitally at all. Why? 1
→ Data on phone

Advice # videos

Advice about searching online for reproductive
health information
Prevent online tracking with a specific browser or
browser settings. Why?

6

→ Government surveillance (DuckDuckGo, Incognito
mode)
→ No reason / general privacy (Tor, Brave, Firefox,
Epic, Privacy Badger)
Change phone settings to prevent ad and app tracking.
Why?

4

→ Reduce tracking
→ No reason / general privacy
Maintain a separate online identity. Why? 2
→ If getting an abortion
→ No reason / general privacy
Use VPN. Why? 3
→ Hide browsing history from ISP
→ No reason / general privacy
(ExpressVPN)
External resources 10

Advice about how to access an abortion
Get abortion medication by mail. Why? 5
→ No reason / general privacy
Leave phone at home or use a burner phone. Why? 7
→ Protect location data
→ Avoid data sharing with government
→ No reason / general privacy
Use a Faraday cage. Why? 1
→ Does not connect to outside signals
Use cash or prepaid credit cards when paying for
healthcare. Why?

5

→ Don’t link identities
→ No reason / general privacy

about data sharing, omitting their legal obligation to respond
to subpoenas and warrants. One company touted their com-
mitment to not selling data: “we are a safer alternative: try
[company].... We will never ever sell your data” (V72). An-
other explained their privacy policy: “due to privacy concerns
with Roe v. Wade, here’s what we do to make sure your data is
safe: we do not share or sell any personally identifiable infor-
mation... although we do collect information like your name
and address...only our employees and necessary vendors have
access to that. Also, all of them signed confidentiality agree-
ments, so they can’t share it with third parties” (V15).

In contrast, one period tracking company promoted their
product by explaining that their use of encryption prevents
access by law enforcement: “our app generates a unique

encryption key that only your phone knows. This private key—
which we don’t have access to—is the only thing that can
connect your login information to your menstrual data. We
don’t have access to the data or save it anywhere. We don’t
even want to know it, so if the government subpoenas us, we
won’t be able to produce anything” (V34). We observe that
this design more completely protects users from remote data
access by law enforcement and corporations.
TikTok advice: Track your period using pen and paper.
Eight videos not only advised viewers to stop using period
tracking apps, but to leverage analog tools to create offline
menstruation calendars, to avoid menstrual data being mined,
sold, or shared. For example, V6 demonstrated how to track
one’s cycle with a pen and paper: “here’s the tracker cycle



in one minute....The first day of your cycle is when you begin
bleeding... Let’s say my period last for 5 days, so these days
right here are your period length. Next, calculate your cycle
length, which is the time in between periods” (V6).

Analog tracking is an example of asset-based [136] advice
that fits the technical threat model, advocates for non-use of
insecure or non-private technologies, and still enables users
to achieve the main functional goal. However, because family
and friends have been identified as potential adversaries [73],
physical records of menstrual cycles may face physical secu-
rity concerns. Additionally, analog tracking may require more
effort to track, and especially to predict future periods.
TikTok advice: Delete period tracking data. In addition
to advising viewers to use or not use period tracking apps,
content creators also instructed viewers to delete historical
data. Sometimes they gave no specific reason, and other times
cited government access to historical data or the potential for
data breaches because “digital apps are often leaky” (V32).

Several creators did not explicitly give reasons for delet-
ing data. V85, about Stardust, advised: “if you use this app,
contact them, ask them to delete your data, and then delete
the fucking app” (V85). V8 even suggested altering data be-
fore deleting it, showing a screen recording of changing their
data on a calendar. No video in our dataset had specific in-
structions on how to delete data from period tracking apps,
e.g., through settings or contacting customer service, recall-
ing findings about data deletion being convoluted in other
contexts [94].
TikTok advice: Create fake menstrual data. In addition to
advice focused on individual privacy, five videos suggested
data poisoning by inputting false information into menstrua-
tion apps.V11 advised that “if you don’t get periods, install
a period tracker. Flo is great way to track ‘when I get cof-
fee’” (V11). V54 pointed to a Twitter post about being a “cis
man” who inputs non-existent periods to a period tracking
app to “screw up data for any law enforcement agency that
buys a database so they would have to waste a lot of resources
cleaning it up” (V54). It is unclear how effective this strategy
would be in preventing prosecution.

4.2 Advice about avoiding tracking when seek-
ing health information online

It is common to seek health information online [31], and in the
post-Roe climate, private access to reliable online health infor-
mation may be critical. As shown in Table 1, videos tailored
general-purpose privacy strategies [100] to searching for re-
productive health information. Though content creators gave
examples and recommended specific technologies, they rarely
precisely explained the threats addressed. This collection of
strategies caters to protection against a corporate adversary
rather than a government adversary (e.g., resetting the MAID
reduces online ad tracking, and tightening app permissions
reduces an app’s collection of data), though the two are linked

due to government access to corporate data through subpoena
and other data sharing. No strategies addressed interpersonal
threats from UI-bound attackers, such as intimate partners or
family who have physical access to the device.
TikTok advice: Prevent online tracking with a specific
browser or browser settings. Six videos recommended
viewers use certain browser-based tools to reduce web track-
ing while searching for information about reproductive health.
V70 recommended a host of tools for the “privacy of your
phone after Roe v. Wade...for the most browser privacy, use a
browser like Tor, Epic, Firefox, or Brave” (V70).

In addition to recommending certain browsers, two videos
advocated for browser extensions, e.g., “install a privacy-
focused browser extension—it’s not perfect but better than
nothing” (V14). V70 suggested “something like Privacy Bad-
ger” (V70). Others advised different browser settings or “at
least use incognito to look for abortion information” (V60).
V76 addressed the connection between browser data and sub-
poena, explaining that “Google will respond to legit court
orders with user data so your whole search history is up for
grabs once an investigation starts. To avoid searches being
recorded in your browsing history, sign out of Google or use a
privacy-focused search engine like DuckDuckGo” (V76). This
advice collectively echos general-purpose privacy advice to
reduce or prevent online tracking by third party trackers [100].
TikTok advice: Use a VPN. Three videos instructed viewers
to use a VPN, indicating privacy from one’s Internet Ser-
vice Provider (ISP). V70, in a long list of recommendations
to “protect your phone data privacy after the overturn of
Roe v. Wade” (V70), suggested “a VPN like Express VPN to
hide your browsing history from Internet Service Provider”
(V70). V70 also advised a combination of VPN and tempo-
rary email when paying for reproductive care: “Definitely
first turn on your VPN, next create a new email account, and
then after your appointment, immediately delete the email
(or after you get receipts)” (V70). V79 recommended view-
ers learn more about VPNs from the Digital Defense Fund:
“Visit DigitalDefensensefund.org/Abortion-Privacy because
they have a lot more about how to use a VPN, which browsers
to use, and how to avoid ad tracking” (V79). While using
a VPN is generally accepted as a tool to strengthen one’s
privacy and security, laypeople’s mental models of VPNs are
often incorrect [5], which could lead to an inappropriate sense
of security. However, we note that a strength of these videos is
that they recommend a VPN in conjunction with other privacy
tools, giving complex privacy advice in a short video.
TikTok advice: Change phone settings. Four videos ad-
vised changing phone settings to reduce tracking. As part
of their recommended strategies to “protect your privacy on
your phone after the overturn of Roe v. Wade” (V70), V70
recommended viewers “switch off mobile ad ID and location
tracking” (V70). Others advised changing app permissions.
V84 showed viewers how to adjust iPhone app permissions:
“On an iPhone, open the settings app, scroll for a bit, go



into privacy and security and click on tracking. If they’re
green, they have permission to track your activity. Go through
all the apps and turn off permission for the ones that you
don’t want to track your activity” (V84). Prior work in mobile
permissions indicates that apps are indeed often overpermis-
sioned [35], and that users are overwhelmed with permission
management [36]; we remark that the granularity of instruc-
tion in these videos may be effective technical instruction.
TikTok advice: Maintain a separate online identity. Five
videos advised creating distinct online profiles to prevent
pollution of users’ primary online identity. V75 suggested that
“people seeking abortions... use an alias to set up other email
and social media accounts for sensitive medical info” (V75).
V16 considered how peripheral technology use might lead to
context collapse [69], recommending viewers “try not to use
apps like Vemmo, and be careful of wearable health devices
like FitBit and Apple watch. Also be careful with digital voice
assistants like Alexa and Portal, and cameras like Nest and
Ring” (V16). V16 connected this advice to reproductive health
data through a caption invoking data privacy, and reproductive
health-related hashtags.
TikTok advice: External resources for reproductive safety
and privacy. Eight videos linked to external advice: notably,
two linked to the Digital Defense Fund, and one to the Wash-
ington Post and the Electronic Frontier Foundation. V81 listed
a broad set of threats to reproductive privacy, saying that the
Digital Defense Fund can alleviate issues with “your phone
company hav[ing] copies of your texts or your browser history
about your abortion..., whoever pays your phone bill seeing
your messages..., protesters outside an abortion clinic [who]
may violate your privacy..., tech companies like Google and
Meta keeping data about your pregnancy/abortion..., some-
one who can steal, demand, or just access your phone seeing
your texts or browser history” (V81). V78 directs viewers
to the Electronic Frontier Foundation, stating that “to make
sure your privacy is super protected, do everything they say”
(V78). As we discuss in Section 5, tailored external privacy
resources created by experts may be a valuable tool in offset-
ting the limitations inherent in giving nuanced privacy advice
in a short video.
TikTok advice: Use encrypted communication. Seven
unique videos suggested using end-to-end encrypted com-
munication apps such as Signal, Wire, and ProtonMail. Four
videos recommended Signal: “Here is some privacy advice
for anyone who needs an abortion... your texts are not se-
cure.... so instead use an encrypted messaging app, like Sig-
nal” (V76).

Another video presents the case of a woman who was pros-
ecuted for an illegal abortion, with her (unencrypted) text
messages used as proof, highlighting how digital evidence
of abortion-related communication led to prosecution. As
a mitigation, the creator recommends “looking at the Digi-
tal Defense Fund to learn how to protect your privacy—for
example, secure your text messages, use Signal, etc” (V69).

One creator recommended Wire in addition to Signal, and
advised disappearing messages: “this is how to protect the
privacy of your phone post-Roe....For sensitive texts, use an
encrypted chat app like Signal or Wire and turn on disappear-
ing messages” (V70). V16, in a video tagged with privacy and
reproductive-related hashtags, gave advice to use Proton Mail
and Signal, instructing that “there are some no-brainers you
can follow to to protect your privacy and information” (V16).

This advice reflects widespread advice to other vulnerable
groups to use Signal, such as journalists and activists [27].
Prior work has found that advice to use Signal, while well-
intentioned, can be harmful when it does not fit the target pop-
ulation, e.g., because simply having may raise suspicion [9],
or because moving one’s social network to a new app is a
barrier to usage [3, 27], or because of usability issues or inac-
curate mental models [12]. Indeed, creators did not explain
the limitations and strengths of encrypted communications,
protecting against threats from corporate data sharing but
not interpersonal threats, which are particularly apparent in
reproductive health [66, 73]. Additionally, V71 spread disin-
formation, telling viewers not to trust encrypted apps because
law enforcement does not want companies to use “military
grade encryption” and instead wants companies to provide
access to “secret keys” to gain access to chats and information.
Although encryption backdoors are a legitimate discussion in
the technical and policy communities, V71’s presentation of
the issue does not reflect reality.

4.3 Advice about how to access an abortion
Finally, while much advice focused solely on digital privacy—
keeping health information private in preparation for a poten-
tial pregnancy or abortion—other advice focused directly on
how to maintain safety, privacy, and security while accessing
an abortion (which may include miscarriage). Some advice
connected existing strategies for abortion access to privacy,
security, and safety; other advice applied privacy strategies
typically used by activists [19, 27] to abortion access.
TikTok advice: Get abortion medication by mail. With
rapidly changing reproductive health laws, five videos ad-
vised obtaining Mifepristone [91] via mail before pregnancy.
Videos do not strongly link this advice to privacy, but imply
that this strategy leverages the postal service to escape the
complex privacy threats involved in purchasing medication
in person. V19 warned viewers: “I definitely recommend get-
ting the abortion pill before you need it, because states are
quickly restricting the fact that they can be mailed. These pills
last 2 years” (V19). Another recommended the US postal
service’s mail forwarding service to receive abortion pills in
states where abortions are otherwise banned 4: “You can use
mail forwarding to creatively get the abortion pill” (V46).

4In May 2026, the US Supreme Court blocked an attempt to ban the
mailing of one of the two medications used for at-home abortion, Mifepris-
tone [49].



Virtual reproductive health clinics advertised their services
as a response to privacy issues associated with in-person vis-
its, consistent with findings from Song et al. [113]. As V30
(representing a company) advised, “hey look, I can take the
abortion pill from the comfort of my bed because I can get
it mailed right to my house ... [company] currently ships the
abortion pill to [7 states where abortion was not at the time
severely restricted]” (V30). One company touted shipping
pills in unmarked envelopes with no return address in states
with restricted reproductive care: “If you need an abortion
and can’t go to a clinic, we can send you pills so you don’t
have to go in person” (V51). We note that because these pills
are ordered online, other privacy strategies are still necessary—
and we remark that this is the only advice in our dataset that
advocates for taking a previously offline activity online (here,
for accessibility to those in restricted states).
TikTok advice: Leave phone at home or use a burner
phone. Eight videos addressed the many ways smartphones
track physical movement through the world—navigation apps,
Bluetooth beacons, fitness tracking, etc—by advising viewers
to leave their phones at home, turn them off, use a burner
phone, or put their phone in a Faraday cage. Four creators
advised not bringing one’s personal smartphone to an abor-
tion clinic: “if you’re going to an abortion clinic, you should
turn off your phone or leave it at home” (V14). Another ad-
vised viewers either to “leave your phone at home... [or]...get
another phone number” (V16). Another creator further ex-
plained that “experts advise the following for people who need
a private abortion: Get a burner phone just for health stuff in
order to protect your health information....” (V75).

While a properly configured and separated burner phone
can be a strong privacy strategy, it is both largely impracti-
cal and difficult to completely sever ties between the burner
phone and one’s identity, given SIM card registration and
common requirements to tie new accounts to existing ones.
It is unclear how fully decoupled a burner phone would need
to be from one’s identity to effectively address reproductive
privacy threats.
TikTok advice: Use cash or prepaid cards for healthcare.
Five content creators recommended cash or prepaid cards
when paying for reproductive care; some explained that doing
so would create a separation between payment history and
identity. V76 stated that “with abortion illegal or restricted
in a lot of states, here are tips for seeking abortion care [. . .]
when making online payments, the Digital Defense Fund rec-
ommends a gift card... because a gift card won’t be connected
to your name, phone number, or email” (V76). In V78, the
content creator recommended viewers “buy a prepaid card
and don’t use a credit card because those can be linked back
to you” (V78) when purchasing reproductive care items. They
also added links to privacy advice from the Washington Post
and the Electronic Frontier Foundation as support.
TikTok advice: External resources for reproductive
health. Two videos steered viewers towards external re-

sources for health information, abortion funds, and medica-
tion. Some instructed viewers to search for certain organiza-
tions or websites, while others gave URLs and phone numbers
directly. V26 dedicated their video to “finding financial sup-
port for abortion from abortion funds” (V26). They name
six organizations that support people who need abortions, de-
scribing the target audience of each, e.g., ” mostly for people
in the South”, and “for Indigenous people only” (V26). Others
refer viewers to organizations (with URLs) for mail access
to an abortion pill for early termination, as well as four other
websites for access to abortion or abortion information, and
two telephone hotlines. As we discuss in Section 5, links
to external resources may be a strong strategy for overcom-
ing the limitations of giving complex, actional, nuanced, and
well-sourced privacy advice in short-form viral videos.

5 Discussion

Prior work states that in order to be useful, in addition to being
comprehensible and technically sound, advice must be action-
able [100, 103], and must be complete in addressing users’
perceived threats in a crisis situation. Here, we synthesize
lessons regarding the actionability and completeness of the
security and privacy advice in our dataset of 92 TikTok videos
released around the time of the overturn of Roe v. Wade. We
emphasize that even technically sound advice may be imprac-
tical due to implementation challenges and ignorance of the
user’s context. Based on these lessons, we make recommen-
dations for advice-givers—who may be content creators, jour-
nalists, advocacy organizations, social workers, etc.—social
media platforms, and the security community both about ap-
plying general-purpose advice to a specific crisis or context,
and leveraging existing domain-specific practices for privacy.

5.1 Practicality and actionability of advice
Social media is a powerful tool to quickly disseminate secu-
rity and privacy advice [17,19,107]; however, it is challenging
for TikTok creators to provide prioritized sound, actionable
and complete advice (which experts also struggle with [85]),
especially in short-form content. Additionally, providing secu-
rity and privacy advice during a dynamic political landscape
poses inherent challenges [109]. We present the following
lessons about the actionability and practicality of reproductive
privacy and security advice on social media.
The non-use of technology as a reproductive privacy strat-
egy poses a burden on users. Much of the advice shared in
our TikTok dataset advocated for avoiding technology, e.g.,
using cash to buy medication, pen and paper to track one’s
menstrual cycle, or leaving one’s phone behind when travel-
ing to healthcare appointments. While these strategies achieve
the goal of privacy in some ways—by not self-creating digital
records of health, purchases, or travel—they require the user
to massively change their behavior and plan in a way that



may be new. Many people of reproductive age are digital na-
tives [121,135], and may not have practiced analog navigation:
looking up the address ahead of time, planning and memoriz-
ing or recording a route, and paying in cash for tolls, parking,
or public transit. Additionally, advice for non-use generally
constitutes deficit-based advice rather than asset-based ad-
vice, and is not aligned with HCI best practices [136].

General-purpose security and privacy advice often went
unexplained. Security and privacy advice commonly found
in other domains—like using a VPN, switching to an en-
crypted messenger, or using ad blockers—was often presented
without explanation, echoing issues found in prior work with
actionability of expert advice [103]. Most advice failed to
explain why it was necessary (the threats it would mitigate)
and how to set it up. Leaving this choice to users may burden
them with making complex security decisions on their own,
or can result in downloading unreliable and unsafe software.

Some privacy advice encourages isolationism. Some ad-
vice advocated for personal isolation when accessing illegal
reproductive healthcare. While none of the videos in our
data advocated for total isolationism or complete non-use of
technology in all circumstances, videos rarely encouraged
nuanced consideration of who to isolate from. Individual iso-
lationist strategies may be effective for privacy (like avoiding
disclosure to a spouse who might alert law enforcement [66])
but total isolationism is dangerous to one’s physical and psy-
chological well-being: Medical literature shows the impor-
tance of social support after surgical procedures like abortion
and during and after pregnancy [6, 128]. Blanket advice to
not use a certain technology or not communicate with certain
people (without nuance and context) may lead to worse med-
ical outcomes without, in some cases, changing the risk of
prosecution or privacy violation.

5.2 Incomplete mental models of threats

Most videos in our dataset focused on a single privacy strat-
egy. Through all 92 videos, 21 security and privacy strategies
emerged, yet even collectively, the videos incompletely ad-
dress the threats facing those seeking reproductive privacy in
the US, are biased towards the non-use of technology, and lack
guidance on informed and individualized privacy decision-
making. As most advice-givers did not present themselves as
computer security experts, it would be unrealistic to expect
them to have a more comprehensive understanding of the
threat and legal landscape, and to present it in an engaging
short video. Below, we discuss lessons for the security and
privacy community about the completeness of security and
privacy advice on social media, towards advice that is more
complete and better suited to its recipients.

Piecemeal advice to avoid technology incompletely ad-
dresses threats to reproductive privacy. To take one’s re-
productive health entirely off-grid would require not only

tracking one’s menstrual cycle on paper, but also, for exam-
ple, purchasing menstrual and pregnancy supplies in person
and in cash, without corporate rewards, traveling to and from
stores and clinics without being recorded by any type of public
surveillance or using a personally linked public transit card,
etc. That is, it would be entirely impractical to take one’s
reproductive health completely off-grid, and thus recommen-
dations to stop using technology in one specific way are, in
isolation, likely ineffective.

Reproductive health companies presented themselves as
secure and private, addressing threats to privacy from
malware and insiders, but mostly not from law enforce-
ment. In corroboration with prior work [113], we find that
post Roe, companies communicated their stance on govern-
ment data requests. As discussed in Section 4.1, companies
highlighted their privacy practices—e.g., confidentiality agree-
ments for employees—as sufficient protections. These public
statements may help gain users’ trust [10], but we observe
that they often do not mention the (US) legal requirements to
respond to government subpoenas.

As a collection, the advice has contradictions. Some con-
tent creators criticize certain apps, while others recommend
the same app, resulting in contradictions in whether or not
an app is safe to use. While it is out of scope to verify the
safety of any individual app, we observe that these contradic-
tions and imprecisions may be confusing. Additionally, it was
sometimes hard to discern that videos were promotional posts
because they were mostly posted from accounts of compa-
nies endorsing their products whose delivery resembled other
content creators’. The posts were also not always tagged as
promotional advertisements or marketing posts, though the
US Federal Trade Commission [1] (and since late 2023 Tik-
Tok’s content disclosure policy) require that partnerships and
promotional content be labeled [122].

5.3 Comparison to advice for other groups

Security and privacy advice being repurposed or targeted
at vulnerable populations during a crisis is a known phe-
nomenon. Schmüser et al. found that much advice shared on
Twitter during the Russia-Ukraine war was similar to general
advice found in prior literature [100, 107]. Our findings also
echo their observation—much of the “general” privacy and se-
curity advice discussed in Section 4 mirrored advice shared in
other contexts, such as the 2020 Black Lives Matters protest
in the US [19] and the Russian invasion of Ukraine [107],
with all mentioning encrypted communication, ad blockers,
privacy browsers, VPN, burner phones, and updating settings.
The advice related to activism around turning off location
sharing, disabling biometrics and not posting on social media
were also mentioned in the advice provided to Sudanese ac-
tivists [27]. This suggests that general purpose security and
privacy advice remains constant across various contexts.



Prior work has noted context-specific security and privacy
strategies emerging due to insufficient support from avail-
able technology and advice, e.g., during the Sudanese rev-
olution [27] and the US Black Lives Matter protests [19].
Schmüser et al., in their study of advice during the Russian
invasion of Ukraine, did not find non-general-purpose advice.
This highlights the need for developing more context-specific
advice in various situations, keeping in mind accurate threat
models, capacity, knowledge, and circumstances of the users.

An additional problem often highlighted in prior work is
advice prioritization [100, 101, 107]; similarly, much advice
in our dataset was provided without stating how recipients
can prioritize the advice they receive.

5.4 Recommendations

Finally, building on the lessons about advice actionability
and completeness, we provide recommendations on how to
give better advice during a crisis. We note that social media’s
algorithm shapes what content is visible to users. We also
recognize a complex ecosystem involved in privacy advice
on social media, and thus we urge social media platforms
and security experts to share responsibility with content cre-
ators in giving privacy advice that is actionable, sound, and
complete. The content creators in our dataset are mostly not
experts in security and privacy, but they are experts on social
media, and our recommendations respect their agency and
their contributions to distributing security and privacy advice.

Recommendations for advice givers and content creators.
It is an impractical and arduous task for content creators—
especially those who are not privacy and security experts—to
provide expert-level advice that is well researched and de-
tailed, especially for a subject so complex and nuanced with a
broad threat landscape. The use of short-format social media
videos is also inherently limiting [80], leading to oversim-
plified or incomplete advice. Therefore, following the lead
of a few videos in our dataset, we recommend advice givers
always provide credible and verified sources, especially for
complex security advice or decisions, e.g., by linking to cred-
ible sources like EFF [33], DDF [30], and Planned Parent-
hood [93]. Further, using a political event like this to promote
software like period tracking apps trivializes the gravity of
the situation and may mislead users into opting for software
that does not actually protect them.

Recommendations for social media platforms. Social me-
dia platforms must ensure that promotional content is strictly
labeled, as there is an inherent difference in motivation from
a company that makes money by selling products, and an
individual not connected to the company. Promotional posts
that are provided as advice can mislead users. To alleviate this
issue, we also recommend more carefully curating playlists of
similar topics so that users can see multiple sources of advice
at once.

Recommendations for the security community and ex-
perts. In our dataset, there were some healthcare and legal
experts using TikTok to disseminate credible information. The
security community can also use social media to communicate
advice using more engaging, accessible content formats that
reach and resonate with a much wider audience. Instead of ex-
pecting content creators to act more like expert users, experts
can learn from content creators to produce content that can be
reached by a wider audience. Also, the security community
has made progress in providing actionable advice [103], and
can further look into effective ways to promote sound and
prioritized advice on social media.

Recommendations for adapting domain-specific strategies
to privacy. Some advice was an application of reproduc-
tive health strategies (e.g., pen-and-paper period tracking) to
privacy, rather than the application of privacy strategies to
reproductive health. Indeed, general purpose privacy strate-
gies often do not suit reproductive privacy threat contexts.
For example, the advice to use E2EE communication suits
someone who can trust those who can physically access their
phone (spouse, friends, medical providers who may ask in
the ER), but does not trust the platform on which they are
communicating. However, the advice to use E2EE messag-
ing fundamentally does not work for someone whose partner
might turn them in for getting an abortion by providing screen-
shots from their phone [66]. Instead, in line with asset-based
design [136], the use of community-driven, domain-oriented
advice as privacy strategies may be a powerful way to cu-
rate context-sensitive privacy strategies that resonate with
vulnerable users: leveraging practices that already exist in
their community (such as analog menstruation tracking, or
social networks already oriented towards reproductive care
that might provide protection or aid in a time of need). When
accounting for reproductive health, threats can arise interper-
sonally, and thus context is critical and was notably absent in
much of the advice in our dataset. We therefore recommend
exploring the adaptation of community practices to privacy
rather than the other way around, as a way to give actionable
and community-oriented privacy advice.

6 Conclusion

Following the US Supreme Court’s decision to overturn Roe
v. Wade, we analyzed advice on reproductive security and
privacy on TikTok. While the advice is mostly technically
sound, it lacks actionability and practicality, and the current
advice landscape is neither sufficiently complete nor priori-
tized. Our results indicate, however, that with strategic advice
curation based on expert recommendations, social media may
be an effective medium for conveying helpful advice during
geopolitical changes.
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A How we altered quotes

In line with best practices for research on public social me-
dia [22, 38, 106, 110, 117, 133, 138], we changed each quote
so that it retains the tone and meaning of the original quote,
but cannot be followed back to the original creator as best
as we can tell. To alter quotes, one researcher followed the
following rules (following the lead of recent prior work on
Tiktok data [110]):

• For all quotes: Remove any potentially identifying infor-
mation about the creator (e.g., first name, location, etc)
(there was none)

• For quotes five words or less: the researcher used their
discretion (and ended up changing none).

• For quotes from a corporate account that were self-
promotion: the researcher did not change these, as they
are not personal.

• For all other quotes: Alter the quote by doing the fol-
lowing until we expect it would not be found through
automated search in a database of original transcripts

– changing sentence structure,

– swapping out synonyms,

– retaining tone, sentiment, and some slang

• Another researcher checked the altered quotes for tone,
sentiment, and slang retention, as well as sufficient alter-
ation.
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B Codebook

Code Sub-code

Recommended (digital) S&P Practices Use a secondary email, Use a secondary phone number, Use a temporary email, Turn off the device
if going to a place with higher surveillance, Use a VPN, Use a private web browser, Use encrypted
emails, Use E2EE messaging, Use private browser on mobile & desktop, Read privacy terms &
conditions, Don’t text friends about your abortion, Privacy extension on browser

Recommended Privacy Tools VPN: Express VPN, Private Browsing: DuckDuck Go, Brave, Firefox, Incognito mode, TOR, Epic,
Secondary phone number: Burner phone, Encrypted email: Proton Mail, Encrypted messaging:
Signal, Wire

Data Sharing Get consent before sharing personal information of others (e.g., pictures), Use codewords or special
phrases to mask sensitive communication, Limit personal data sharing, Stop sharing on social media

Seeking Advice Follow advocacy groups, Look at articles (media), Look at resources
Phone Settings Limit/ stop location sharing for period tracking apps, Beware of sharing location data (e.g., when

you visit abortion clinics), Look at privacy settings for apps and accounts, Use passcodes instead of
fingerprints/ face identification, Web search history, Phone records being stored, Disable ad IDs,
Turn off location on phone, Turn on disappearing messages

Misinformation Beware of bad advice, Beware of crisis pregnancy centers, Debunking misinformation
Data Handling & Storage Delete period-related data, Do not store backups of period-related data in the cloud, Use pseudony-

mous on apps, Pseudonyms can be tracked back to you, Data brokers selling location data, Apps
selling period data, Create incorrect data on purpose in period apps

Helpline & Support Helpline number for medical advice, Helpline number for legal advice, Helpline for self-managed
abortion, Helpline for miscarriage, Women’s healthcare, Use/ donate to abortion funds, Do not
donate to Planned Parenthood

Real Life Advice Avoid states, Where to get pill (abortion), Go analog (pen and paper), Use virtual/ digital calendar,
Use spreadsheets/ excel, Buy pregnancy tests in bulk, Do not mention to anyone if you may be
pregnant, Do not tell anyone if you’re getting an abortion, Use cash or pre-paid gift card for abortions/
repro health-related, Leave your partner who supports abortion ban, Leave your phone at home, Do
not use loyal programs/ reward cards, Use mail forwarding, When going to abortion/repro health
appointments turn on airplane mode with Bluetooth off, Beware of violence/ extremists when going
to a clinic, Protest tips for what to do with technology to maintain your privacy and security

Bad Advice “Do not get pregnant” advice, Do not have sex
Disruption Advice Men download period apps, Download multiple period trackers and add wrong period info
Government & Legal Need data privacy regulations, Need governments to pass laws to protect abortion rights, Explaining

Roe Vs Wade and privacy, Prevent companies from selling private information, Explaining laws
related to medical care that also apply to reproductive health, Laws regarding minors and abortion/
medical, Subpoenas/ warrants, Know your legal rights advice: Police need a warrant for your
phone, Know that HIPAA does not apply to period tracking apps, Illegal to provide medical advice

Period Tracking Apps: Pros App data storage location, Data sharing, Transparency about data sharing, Location sharing, Option
to anonymize/pseudonymize data, Data is encrypted, No account needed, Won’t sell data, Track
cycle through body symptoms (not predicted algorithm)

Recommended Period Trackers Drip, Euki, Apple health app, Stardust, Clue, Period tracker by GP apps, Glow, Flo, Period (app)
Issues Period tracking apps Collect personal/ sensitive information, Share data with a third party, Non-transparent about sharing

data, Inconsistencies between privacy policies and practice, Data not protected by HIPAA can
be sold/given to third parties and law enforcement etc. Read private policies, Data being leaked,
Cloud-based storage

Period tracker/ Apps to avoid Flo, Apple health app, Clue, Stardust
Promotional content Online abortions provider, Period tracking apps, Period product company
Tracking and Surveillance Beware of leaving a digital footprint, Beware of leaving your search history, Beware of the data you

are not willingly sharing, Beware of third parties such as people in your life, Beware of calls emails
Unsafe and self-managed abortions/ practices At-home abortions, Unsanitary conditions, Unsafe or illegal procedures, How to get abortion pills

online, Warns about unsafe abortions, Inducing abortions, Beware of fake clinics
Repercussions of criminalizing abortions Trauma, Cases of abuse, No access to safe healthcare post-abortion, No access to safe legal care post-

abortion, Lack of support for marginalized populations, Legal repercussions (fees, imprisonment),
End/ limitation to the right to privacy/ lack of protection for medical records (hiring managers can
see), Affects low income people/ same-sex marriages/ civil rights, financial harms

Advice Source Media, News agency, Individuals (unkown source), NGO (reproductive rights organization/ human
rights organization etc.), Lawyer, Academic, HCP (Health Care Providers)
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